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Introduction 
At SA3#81 in Anaheim, SA3 agreed on a major update of the 3GPP security profiles for TLS, X.509 certificates, CRLs, IKEv2, ESP, and SRTP. The update provides a good basis for future releases. However, several issues remain, and as attacks, standards, requirements, and deployments are updated constantly, yearly reviews of the security profiles are in order. Cryptographic algorithms and security protocols are a very active area with rapid changes in both standardization and deployments. While we do not anticipate as large update as in Rel-13, we anticipate significant updates in Rel-14 as well as in future releases.
IKEv2 and ESP
The 3GPP profile for ESP is in TS 33.210 Section 5.3. The 3GPP profiles for IKEv2 are in TS 33.210 Section 5.4 and TS 33.310 Section 6.2.
The IETF profiles for IKEv2 and ESP are defined in RFC4307 and RFC7321, both are however out-dated and the IPSECME working group are finishing the work on new significantly updated policies called RFC4307bis [1] and RFC7321bis [2]. The 3GPP IKEv2 and ESP profiles should be aligned with RFC4307bis and RFC7321bis. But these may not be published as RFCs in time for Rel-14, and we propose to wait with alignment until the RFCs are published.
Other work in IETF IPSECME that may be relevant for 3GPP in the future is the work on specifying the use of the IRTF CFRG algorithm ChaCha20-Poly1305 in ESP, and the IRTF CFRG algorithms Curve25519, Curve448, and EdDSA in IKEv2.
The 3GPP IKEv2 profile does not explicitly specify the authentication methods [3][4][5] that shall be supported. This is particularly a problem for ECDSA, but should be made explicit for RSA and PSK as well. Unless this is fixed, there is a large risk of non-interoperable implementations. 
Authentication method 1 (RSA Digital Signature) uses PSASSA-PKCS1-v1_5 instead of the modern and more secure RSASSA-PSS and should be phased out.
IKEv2 [4] specifies that implementations that support Authentication method 1: “SHOULD support signatures that use SHA-1 as the hash function and SHOULD use SHA-1 as the default hash function when generating signatures”. As SHA-1 signatures only give 67-bit security, this needs to be addressed.
Authentication method 14 [5] is a framework for negotiating digital signature algorithms and will long-term replace all other signature based authentication methods. Mandatory support of this should be introduced.
[bookmark: _GoBack]SA3 decided in Rel-13 to not list all the RFCs for individual algorithms in TS 33.210 Section 5.4.2 but instead refer to the IANA IKEv2 registry for further references.
The proposed changes are implemented in CR S3-161918, S3-161919, and S3-161908.
We propose to add the following to TS 33.310 Section 5.4.2 (Rel-13):
Following algorithms shall be supported:
· Authentication: Method 1 - RSA Digital Signature
· Hash Algorithm Notification [YY]
· Implementations shall support SHA2-256, should support SHA2-384, and shall not support SHA1.
· Authentication: Method 14 – Digital Signature
· Implementations shall support ecdsa-with-sha256 and should support ecdsa-with-sha384. Implementations shall not support sha1WithRSAEncryption, dsa-with-sha1, ecdsa-with-sha1, RSASSA-PSS with Empty Parameters, and RSASSA-PSS with Default Parameters.
We propose to add the following to TS 33.310 Section 5.4.2 (Rel-14):
Following algorithms shall be supported:
· Authentication: Method 1 - RSA Digital Signature
· Implementations shall support signatures that use SHA-256, should support signatures that use SHA-384, and shall not support signatures that use SHA-1. Implementations should use SHA-256 as the default hash function when generating signatures.
· Hash Algorithm Notification [YY]
· Implementations shall support SHA2-256, should support SHA2-384, and shall not support SHA1.
· Authentication: Method 14 – Digital Signature
· Implementations shall support ecdsa-with-sha256, should support ecdsa-with-sha384, and should support RSASSA-PSS with SHA-256. Implementations shall not support sha1WithRSAEncryption, dsa-with-sha1, ecdsa-with-sha1, RSASSA-PSS with Empty Parameters, and RSASSA-PSS with Default Parameters.
We propose to add the following to TS 33.210 Section 5.4.2 (Rel-14):
Following algorithms shall be supported:
· Authentication: Method 2 - Shared Key Message Integrity Code
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